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Practical 5 
 
Objectives: Identify the types of Social Engineering and its concept 
   
 
Exercise 1.  Shoulder Surfing 
 
Central District of California | L.A. Man Convicted of ATM ‘Shoulder 
Surfing’ that Allowed Him to Withdraw Cash after Bank Customers Left 
ATMs | United States Department of Justice 
 
 

 
 

https://www.justice.gov/usao-cdca/pr/la-man-convicted-atm-shoulder-surfing-allowed-him-withdraw-cash-after-bank-customers
https://www.justice.gov/usao-cdca/pr/la-man-convicted-atm-shoulder-surfing-allowed-him-withdraw-cash-after-bank-customers
https://www.justice.gov/usao-cdca/pr/la-man-convicted-atm-shoulder-surfing-allowed-him-withdraw-cash-after-bank-customers
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1. What is the social engineering technique being employed in this scenario? 
2. How does the attacker benefit from shoulder surfing in this situation? 
3. What potential risks or consequences does the victim face as a result of shoulder 

surfing? 
4. What kind of sensitive information can an attacker gain through shoulder surfing? 
5. How can the victim's personal or professional life be impacted by the attacker's 

actions? 
6. What preventive measures could the victim have taken to protect against shoulder 

surfing? 
7. What actions can the victim take if they suspect or detect someone attempting to 

shoulder surf? 
8. How can organizations create an environment that discourages or prevents shoulder 

surfing incidents? 
9. What training or awareness programs can be implemented to educate individuals 

about the risks of shoulder surfing? 
10. What technological solutions or physical measures can be implemented to minimize 

the risk of shoulder surfing? 
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Exercise 2.  Dumpster Dive 
 
Hackers Dumpster Dive for Taxpayer Data in COVID-19 Relief Money 
Scams | Threatpost 
 

  

  
 

1. What is the social engineering technique being employed in this scenario? 
2. How does the attacker benefit from dumpster diving in this situation? 
3. What potential risks or consequences does the victim or organization face as a result 

of dumpster diving? 
4. What kind of sensitive information can an attacker find through dumpster diving? 
5. How can the victim's personal or professional life be impacted by the attacker's 

actions? 
6. What preventive measures could the victim or organization have taken to protect 

against dumpster diving? 
7. What actions can the victim or organization take if they suspect or detect someone 

dumpster diving? 
8. How can organizations create policies or guidelines to minimize the risk of dumpster 

diving? 
9. What training or awareness programs can be implemented to educate individuals 

about the risks of dumpster diving and proper disposal of sensitive information? 
10. How can organizations establish secure waste disposal processes to minimize the risk 

of dumpster diving? 

https://threatpost.com/hackers-dumpster-dive-covid-19-relief-scams/155537/
https://threatpost.com/hackers-dumpster-dive-covid-19-relief-scams/155537/
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Exercise 3.  Piggybacking 
 
Scenario 1: 
Lisa works in a high-security facility where employees are required to use access cards to 
enter the building. One day, as Lisa enters the building using her access card, an unknown 
person slips in right behind her without using their own access card. The person then proceeds 
to roam around the facility freely. 
 
Scenario 2: 
John is sitting at a coffee shop and using the shop's Wi-Fi network to access the internet on 
his laptop. Another customer sitting nearby, who doesn't want to pay for Wi-Fi access, asks 
John if they can share his Wi-Fi connection. John agrees and shares his Wi-Fi password with 
the stranger. 
 

1. What is the social engineering technique being employed in this scenario? 
2. How does the unauthorized individual benefit from piggybacking in this situation? 
3. What potential risks or consequences does the victim or organization face as a result 

of piggybacking? 
4. What kind of sensitive information or resources can an attacker gain through 

piggybacking? 
5. How can the victim's personal or professional life be impacted by the attacker's 

actions? 
6. What preventive measures could the victim or organization have taken to protect 

against piggybacking? 
7. What actions can the victim or organization take if they suspect or detect someone 

piggybacking? 
8. How can organizations create policies or guidelines to minimize the risk of 

piggybacking? 
9. What training or awareness programs can be implemented to educate individuals 

about the risks of piggybacking and the importance of secure access? 
10. How can organizations implement technical solutions to detect and prevent 

unauthorized piggybacking? 
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Exercise 4.  Phishing 
 
Phishing Case Studies: Learning From the Mistakes Of Others - PhishProtection.com 
 

 
 

1. What is the social engineering technique being employed in this scenario? 
2. How does the attacker benefit from phishing in this situation? 
3. What potential risks or consequences does the victim or organization face as a result 

of falling for a phishing attack? 
4. What kind of sensitive information can an attacker obtain through a successful 

phishing attempt? 
5. How can the victim's personal or professional life be impacted by the attacker's 

actions? 
6. What preventive measures could the victim or organization have taken to protect 

https://www.phishprotection.com/phishing/phishing-case-studies-learning-from-the-mistakes-of-others
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against phishing attacks? 
7. What actions can the victim or organization take if they suspect or identify a phishing 

attack? 
8. How can organizations educate individuals about the risks of phishing and train them 

to recognize and report suspicious emails? 
9. What technical measures can organizations implement to detect and prevent phishing 

attempts? 
10. How can organizations collaborate with industry partners and law enforcement to 

combat phishing attacks? 
 

End of Practical 


